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ABSTRACT

Many users are using password managers in order to conveniently manage several usernames and passwords needed to
access the web sites. The password manager encrypts and stores several passwords on the server, and the user accesses the
server to receive the password information. Thus, if an attacker can sniff a message between the password manager and the
server and decrypt the message content, or if an attacker can steal the computer’s memory and decrypt the message content,
then all the passwords will be exposed to the attacker. In this paper, we analyze the client-server communications and
encryption process of password mangers and show there is a serious vulnerability in memory attack.
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Fig. 8. Attack scenario of LastPass
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Fig. 10. Encrypted vault of LastPass
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above, :
< 5|« >
Enter your User ID and Password to log in. ! !
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Fig. 13. Overall operation of ChromelPass and KeePassHttp
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"RequestType":"associate"”
"Key" : "8jRdhxM8rXMkaDy/ipry+01h5PT4c1f16niPWy/4bBQ="

fol

"RequestType":"associate"
Id":"hpass"”

Fig. 14. Client-server association of KeePass

712 ARgEh A= F
AlZ]e ZEteld B o
Key'ol dl-$-3sh= "1d"&
dZe] FHE ol F, E:L"J HARE A= 7
A2 Fig. 159 k. AHEAE 29l ARE &
e Sxlo] EE HHESEH ChromelPassE AW E
BulE 24 vAxel (Nonce, 3% URL)S
z3gl 7|4, URL  t3st due|E>
AES256-CBC7F ARE-EIt}, olw] IVE 7 A$E
+ Nonce 3ol AHEH I, 57l= A A4
Age Key7l A=l A= ZefoldErt By
w3t URLS %3313 - Zefo]ddEel ¥l
S5 vlAA]oll (None, Entries)S E33te] A4
gt} o714, Entriese ¢t&3kd za9l 0}01"454
Hoe AuE x2gsta vk ohast dar
AES256-CBC7} AHg-lct, ofdf Ve 7] % *EJ
< Nonce Fto]l AHEEa, k37l AL HA A
A% KeyZ} AH-He}

Chrome KeePass
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Nonce "c89CO2HYE1VXCShmKsdwLA==

m; o,

"url" wRoZIan9V3eIZUKdeUYcQBMOBpSrTltoLuerVpEk- >

[ Decrypted URL = AES-CBC(Url, Key, Nonce) ]

"RequestType":"get-logins",
"Id":"hpass",
"Nonce":"qelj4AEx0715CAmKI0IKzA==",
"Entries":[{
“Login":"dWheUJVYJCMzQ0sZ16Qh4w==",

"Password": "VqUKIQI+jm+swqRqscLiyg=="}]

(username, password, ...)
= AES-CBC(Entries, Key, Nonce)

Fig. 15. Client-server association of KeePass
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Destination
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56, Seq Range: 1t
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Field Data
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Kore="}

{“RequestType”:"associate”,"Key "]

Fig. 16. HTTP message sniffing
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Fig. 17. Key in the memory
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Fig. 18. Encrypted entries in the memory
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Fig. 19. Decryption of a password after Base64
decoding

FAloA dwstEl HTTPS TR ezs ARgste
A e 2113 FAE PeleAL, Al
ol wAA WEE WAFoRA vue Ao 7
spsisiet. 3 AEl 2R A A A
].
o)

=
o

e
=, oy b

=

Astele). mel $AL ol AHe
olefulo|l g Hxsfehil B AT B

HY A

som ALgA Wl Aw delelme] s sl Hlo]
B 5SSl WbolE 2ael faglmg Has)
g % alglet

%2 KeePass o452 HE  ¢3l
ChromelPass®} KeePassHttp A& A A&
gt} 22y} ChromelPasset KeePassHttp Al
W7k B2 tsstEA] = HTTP Z2EZS
AHggroZa eyl s FA6 FH ksl w3t
ZA5E vzl HAA WE-S FAFEZN HEe
FAE FHeofslth, B =iolA= wR2E] F
3 SIapolE 29l HafeE Bosts 4 ols
Bt

Hal Role}, & =iolA] Helg ﬁnc%z v
EE}O]O‘]E—K‘]HJ E}\] ﬁokﬂ& 0]]7:13].7]
AR, 541 AAA vgo] 2ARA
% 209 2 F 2 a5
ZRETe Agelelol sl B4 A A%
£& vimelol AR A Esael AR
v ves 57 Abeke 5 dlee) 246
sjojo} Ak, & QA7 Ase P A29l= oA
o AL mekstx Az =
ek,

—:
E

m{x
"o
>

ofNe

iﬁ&.&iﬁim&é

r
p
ol
P
Of
=)
= e kodr oo > fo

References

(1) J. Bonneau, C. Herley, P. C. van Oor

(9]

schot, and F. Stajano, "The quest to r
eplace passwords: A framework for co
mparative evaluation of web authentic
ation schemes.” in Proc. IEEE Sympos
ium on Security and Privacy, pp. 553-
567, May 2012.
ResearchAndMarcket,
d management market to 2024, http
s://www.researchandmarkets.com/repo
rts/4773624, Jun. 2019.

ResearchAndMarcket, “Password mana

“Global passwor

gement market - Growth, trends, and
forecast (2020-2025)," https://www.mo
rdorintelligence.com/industry-reports/
password-management-market, Jan. 2
020.

P. Gasti and K. B. Rasmussen, ‘On t
he security of password manager data
base formats,” in Proc. European Sym
posium on Research in Computer Sec
urity, pp. 770-787, Sep. 2012.

S. Kim and H. Kim, "Security analysi
s of password managers,”
orea Institute of Information Security
and Cryptology, vol. 28, no. 1, pp. 36-
42, Feb. 2018.

H. Jeong and J. So,
word vaults of password managers,” J

Review of K

“Security of pass

ournal of the Korea Institute of Infor
mation Security and Cryptology, vol.
28, no. 5, pp. 1047-1057, Oct. 2018.
M. Golla, B. Beuscher, and M. Dirmu
th, “On the security of cracking-resist
ant password vaults,” in Proc. ACM S
IGSAC Conference on Computer and
Communications Security (CCS), pp.
1230-1241, Oct. 2016.

D. Silver, S. Jana, D. Boneh, E. Che
n, and C. Jackson, “Password manage
rs: Attacks and defenses,” in Proc. U
SENIX Security Symposium, pp. 449-4
64, Aug. 2014.

Z. Li, W. He, D. Akhawe, and D. Son
g. "The emperor's new password mana



26

9= Pl FeloldlE-A B4 HoH ¥

12

ger: Security analysis of web-based p
assword managers,” in Proc. USENIX
Security Symposium, pp. 465-479, Au
g. 2014.

X. Li and Y. Xue, "A survey on server
-side approaches to securing web appl
ications,” ACM Computing Surveys, vo
1. 46, no. 4, pp. 1-29, Apr. 2014.

R. Zhao and C. Yue, “All your browse
r-saved passwords could belong to us:
A security analysis and a cloud-based
new design,” in Proc. ACM conference
on Data and Application Security and
Privacy, pp. 333-340, Feb. 2013.

M. Vigo and A. Garcia, "Even the Las
tPass will be gone, deal with it,” Blac
k Hat Europe 2015.

J. Gray, V. N. L, Franqueira, and Y.
Yu, ‘Forensically-sound analysis of se
curity risks of using local password m
anagers,” in Proc. International Requi
rements Engineering Conference Work
shops, pp. 1-8, Sep. 2016.

H. Zhang, J. Hong, and J. Hu, "Analy
sis of encryption mechanism in KeePa
ss Password Safe 2.30,” in Proc. IEEE
International Conference on Anti-coun
terfeiting, Security, and Identification
(ASID), pp. 43-46, Sep. 2016.
Asecurelife, “Best password manager f
or stroing, secure passwords,” https://
www.asecurelife.com/best-password-m
anager/, Dec. 2019.

T. Ferrill, “The 6 best password mana
gers,” CSO news, https://www.csoonli
ne.com/article/3198507/the-6-best-pas
sword-managers.html, Jul, 2019.

N. J. Rubenking, “The best password
managers for 2020," PC Reviews, http
s://www.pcmag.com/roundup/300318/t
he-best-password-managers, Dec. 201
9.

Tom's guide, "Best password managers
2020, https://www.tomsguide.com/us/

best-password-managers,review-3785.
html, Dec. 2019.

Google Play, “LastPass password man
ager,” https://play.google.com/store/a
pps/details?id=com.lastpass.lpandroid
&hl=ko, Jan. 2020.

LastPass, "LastPass Homepage,” http
s://www.lastpass.com/, Jan. 2020.
Chrome Web store, “LastPass: Free p
assword manager,” https://chrome.goo
gle.com/webstore/detail/lastpass-free-
password-ma/hdokiejnpimakedhajhdlc
egeplioahd?hl=ko, Jan. 2020.
Statcounter, “Desktop browser market
share in republic of korea - December
2019." https://gs.statcounter.com/brow
ser-market-share/desktop/south-kore
a, Jan. 2020

LastPass, "Technical whitepaper,” htt
p://enterprise.lastpass.com, pp. 1-20,
Mar. 2018.

SQLite, ‘DB browser for SQLite,” htt
p://sqlitebrowser.org, Mar. 2018.
Softcows, “Quick memory editor,” htt
p://softcows.com, Mar. 2018.

G. McDonald, "Proecess dump,” GitHu
b, https://github.com/glmcdona/Proce
ss—Dump, Apr. 2019.

KeePass Password Safe, "KeePass pas
sword safe,” https://keepass.info, Apr.
2018.

KeePass, “Awards/ratings - Keepass,”
http://keepass.info/ratings.html,
2015.

KeePassHttp, “KeePass plugin to expo
se password entries securely over HT
TP,” https://github.com/pfn/keepassht
tp/. May 2017.

PassIFox and chromelPass, ‘Extension

Sep,

s to allow Chrome and Firefox,” http
s://github.com/pfn/passifox, Feb. 201
8.

KeePassHttp-Connector, “Extension to
allow Chrome and Firefox,” https://git



AR H 535 =4 (2020, 2)

27

hub.com/smorks/keepasshttp-connecto
r, Aug. 2019.

(32) mh-nexus, “HxD - Freeware Hex edit

or and disk editor,” https://mh-nexus.
de/en/hxd, May 2018.

(M X274

% % 3 (Seunghui Hong) &3]
20174 89 A7ddista Axlg-sta) £4
20199 8Y: M7tdetw Axpzety) Aa}

(A Fob) umaw, 5G A~ ES A, T4 Bt

4 A % (Jaewoo So) A3Y
19974 29 AAHSta FApFsta} £

200119 ~2005%: o]l Fajell

20054 ~2007: G A}, A9l
20149~20154: UIUC, ECE wWus:

20144 ~2017d: FFAFA [CT-$FA7E AF
20084 99 ~AA: A7dhsta AAzats ag
(FAlEel) mAleld, 5G/6G AYEnlE, A Bt

A & 2 (Hyera Jeong) 3434

RAEoR) BeHoP B4, 9E ¥4, wAled

20071 ~20084: Stanford University, %17]38t3} uha}2el 9]

20199 94 ~&A: FEatdAdaE, vIE AT A7

19994 2901 BFaetr 64 A7) 2 AR A4
20024 89 F=er|5al A7) 2L AAgats} uba

sy

92

201749 2901 AAlHEa vl wf 2L E ol At o)
20174 94 ~&lA: A74ehsha A EAINer 4 Aty







<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 1200
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


